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Monitor and Audit Database Security
the Consul InSight™ Suite

Security Incidents and Data Breaches are a Major Concern

Organizations face increased demands to improve internal security to meet - N
| regulatory requirements surrounding sensitive and financial data and to reduce the Who is touching your data?
risks of operational outages from accidental or malicious actions by privileged users. OT
Auditors expect to see the same levels of sophistication in security and audit o
controls on the DBMS that they have come to expect for the operating systems, Q
network security devices, authentication servers, and other parts of the IT users
infrastructure.

You need to report on DBA and other privileged users activity on all your database L application

systems across the enterprise, to answer auditors' and regulators' questions:

o How do you manage and report on access to confidential and regulated DBMS o
data to monitor the effectiveness of your access control policies? Q & o

U How do you log database security events (such as startups, shutdowns, and DBAs
failed logins), and do you review and investigate exceptional events?

. How do you detect installation of new or updated software and alert security
officers?

. How do you report on direct access to production data that is outside of
normal application controls?

o How do you monitor database configuration and parameter setting changes?

Improve Database Security, Reduce Incidents

To meet the demands of regulators and auditors and reduce the risks of security
incidents and data breaches, Consul InSight:

Operational AN
Changes

. Automates the process of collecting data about both privileged and non-
privileged database access.

. Centralizes the collected data in a secure data store.

. Normalizes database and other platform logs into a single platform-neutral
language, the W7 (Who, did What, on What, When, Where, from Where, and to % The reports you need
Where) understandable by Security Officers, DBAs, and Auditors.

e Allows privileged users to perform their important and required job duties by
unobtrusively monitoring and auditing behaviors.

. Improves the effectiveness of internal security controls by providing an understanding of variances between access
control policies and actual user behavior - and closing the compliance gap.

. Allows you to answer your auditors' and regulators' questions about how you manage the activity of DBAs and other
privileged users on databases across the enterprise.

Close the Compliance Gap with the Consul InSight Suite

InSight integrates database auditing into your enterprise compliance efforts by providing a single framework for monitoring
— across multiple platforms - including databases, operating systems, applications, security devices, and network devices.
InSight supports Oracle, MS SQL, DB2, UDB, and Sybase along with more than 80 platforms from leading technology
an‘m—h" . providers.
i Most importantly, only InSight provides the rich, detailed reporting demanded by both security professionals and internal and
— external auditors. InSight's custom reporting and expert services can assist you in meeting your regulatory requirements and
% @ internal security policies by, automating the collection of events and providing documentation to support your assertions of
- effective internal controls.



Consul InSight™ Suite

Key Components of the Consul InSight Database Auditing Solution

Only the Consul InSight Suite provides the complete solution for integrating your database audit requirements into your enterprise compliance efforts.
The Consul InSight Suite provides security audit and compliance capabilities across the entire enterprise monitoring not only databases, but also
operating systems, applications, perimeter devices and network devices. With Consul's 20-year history as a leader in the audit and compliance

market, you can rely on us for the most comprehensive solution available.

Database Platform Depth and Efficient Log
Storage and Query

InSight Suite provides the depth you require in key areas relevant to

meeting your database audit and compliance needs:

e Deep database audit capabilities. Reduce the risk of deliberate or
accidental damage from the activities of privileged users such as
database administrators on the Oracle, MSSQL, DB2, UDB and
Sybase platforms.

e High performance, secure, reliable log collection. Efficient
collection and storage means original log data is collected, stored,
and is available for inquiry based on the specific needs of
management, security officers, and auditors.

* Native and normalized inquiry support. Both native platform and
normalized inquiry modes available, so forensic investigation
requirements calling for native query can be met as easily as
normalized, English-language reporting to meet audit needs.

¢ Non-intrusive architecture. InSight was designed to ensure that
privileged users such as database and other administrators can
continue to perform key functions without unnecessary restraints,
while security can be alerted to exceptional behavior and potential
issues for follow-up action.
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Policy- and User-Based Analysis

After reliably and verifiably collecting logs, Consul InSight then normalizes log
data and reports on activity compared to company and regulatory security
policies.

Platform neutral normalization. Consul's patent-pending W7
methodology translates events into Who, did What, When, Where, Where
from, Where to and on What across all platforms.

Normalized results support easy interpretation. Reporting that
supports your auditors' evidence requests and security managers'
investigatory needs - without the need for expensive platform experts.
Drill through correlation. Uniquely powerful correlation into user
behavior, system activity and security information across all platform
types - directly from dashboards and extensive report library.

Actions and alerts for immediate incident response. Security and
operations personnel receive exceptions and special attention security
alerts about privileged user activity while allowing administrators to
perform their jobs.

Enterprise Dashboard & 'Must Have' Reports

InSight's user and data-oriented reports focus on the actual behavior of users
and their interaction with your databases and other systems.

User focus. Go beyond IP-centric approaches to focus on user behavior
and actual data access- not bits and bytes, but actionable data for audit
and compliance.

Audit report center. Ease the evidence collection process with over 100
best practices audit and compliance reports used to meet corporate and
audit reporting requirements.

Custom reports. InSight's iView reporting interface provides customized
and conditional reporting to meet the organization's specific reporting
needs.

Audit and Compliance dashboard. Security managers gain immediate
insight into the compliance status of the organization, allowing them to
pinpoint areas of concern and violations for immediate investigation and
remediation.

Compliance management modules. InSight's comprehensive modules
provide regulation specific policy templates, reports and guidelines for
SOX, HIPAA, ISO 17799, GLBA and Basel Il. Customizable reporting
packs support additional regulations such as NISPOM, SAS 70, and PCI.
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